
USER MANUAL
THREAT
SCANNING



 

1 
 

Threat Scanning 

Threat Scanning is an easy-to-use website and firewall scanning solution designed to help 

businesses identify vulnerabilities that may be exploited in their websites and firewalls. With 

only a few quick steps, uRISQ will begin providing monthly or weekly scanning of your website 

and public firewall. Administrators and Threat Scanning users will be notified when scans are 

complete with a summary of potential vulnerabilities and if there have been any changes from 

the previous scan. This allows you to take swift action to remediate exposures and mitigate any 

compromise in sensitive data before it is too late.  

 

Firewall Threat Scanning 

Businesses that have internet connectivity in their office(s) have a router/firewall in place to 

manage traffic. Sometimes that router is provided by their Internet Service Provider and 

sometimes an additional managed router is put into place to provide additional monitoring and 

management.  Regardless the case, the publicly router/firewall has “virtual doors”, call ports, 

that can be used to access a network.  

Threat Scanning, scans 911 ports and provides a report of risks associated with open ports that 

were found. 

 

Adding your IP address 

While adding your IP address may seem like a daunting task, uRISQ has made it simple by 

providing a button that will populate your IP address for you (if you are currently connected to 

the network, you want scanned).  
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Single IP Scanning Configuration 

During the registration process, uRISQ prompts you 

to configure your threat scanning settings.  You can 

always make modifications to your settings by going 

into the Threat Scanning Settings and updating the 

IP address field. To set up or make changes to your 

settings: 

1. Go to Threat Scanning in the navigation and 

select Settings 

2. Selecting the ‘Get My IP Address’ option will 

automatically populate the IP address of the 

network you are currently connected to. You 

may also manually enter the IP Address. 

3. Check the checkbox attesting to ownership and authorization 

4. Click the Save Scanning Settings button 

 

Website Threat Scanning 

uRISQs website scanner is an automated website scanner that will scan for vulnerabilities within 

a public facing, web-based solutions, like a website. The uRISQ Website scanner spiders first 

crawl the entire application, analyzing, in-depth, each page to audit for security vulnerabilities. 

uRISQ checks for vulnerabilities on the web server, proxy server, web application server and 

other web services and ports. 

Important facts of the uRISQ website scanner include: 

• ability to analyze different web technologies, such as PHP, ASP.NET, ASP, etc. 

• ability to scale to process large websites, if needed 

• ability to produce readable and actionable results without requiring extensive web 

security know-how. 

 

Threat Scanning Configuration 

When you log in for the first time, you will be prompted with the Threat Scanning Settings 

panel. Adding your website and IP address is a straightforward process that only takes a few 

steps.  If you choose to bypass Threat Scanning Settings, you can access your settings at any 

time by: 

1. Click on Threat Scanning in the left side navigation 

2. Click on Settings 
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If you want to skip the Threat Scanning setup and do not wish to see this form upon logging in 

in the future, simply select the ‘No thanks, do not show this at start up’ checkbox at the bottom 

of the panel. 

 

 

 

Adding Your Website 

Adding your website address is an easy process but it is important to ensure to enter in the full 

address. An example of a properly formatted website address would be ‘https://urisq.com’. The 

address begins with ‘https://’ and ends with ‘.com’, “.org”, “.net”, etc. 

The simplest way to ensure you enter your complete website address is to: 

1. Launch your website in a browser 

2. Click in the website address located in your address bar in your browser so it is 

highlighted 

3. Copy the address (Ctrl+C)   

4. Paste it into the website field on the Settings page (Ctrl+V) 

5. Check the checkbox attesting to ownership and authorization 

6. Click Save Scanning Settings 
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Once you have completed filling in the desired sections and verified that the checkbox is filled 

for the appropriate sections, you may select ‘Save Scanning Settings’ to begin receiving your 

weekly or monthly reports.  

 

Reporting 

Once Threat Scanning configuration is completed, your scans will be queued into the uRISQ 

scanning engines. Once your scan is completed, you will receive an email notifying of 

completion and a summary of the scan.  To view the details of the report, click the Login button 

in the email. 
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Accessing Reports 

There are two ways to access your reports: 

1. Clicking the Login button from your scanning completed email 

2. Logging directly into uRISQ 

The email will provide a results summary such as: 

• The date of completion 

• If there are any changes from the previous scan 

• The website address scanned 

• The total number of vulnerabilities found previously 
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Click the LOGIN button to directly access the respective 

report.   

To access the reports directly: 

1. Log into uRISQ at https://urisq.net 

2. Click on Threat Scanning 

3. The Reports page will display 

4. Website Scan Results will be displayed to the left 

5. Each scan will have a line item  

6. Click on the View Results on scan you wish to 

view 

  

 

 

Filtering Reports by Year 

The main report page is filtered by year to make finding results 

easier.  Look to the far right to select the year you wish to view. 

The reporting page will always load with the current year’s 

results.  To view historical scan, use the dropdown and select 

the year you wish to view. 

 

 

 

 

Reports Activity Log Download 

uRISQ provides the ability to add activity notes to each scan report.  Activity Logs provide businesses 

with proof of compliance. The Activity Log Download makes accessing multiple logs easier.   The 

download feature allows authorized users the ability to download logs of multiple website reports or 

multiple firewall reports into one file.  To download Threat Scanning Activity Logs: 

1. Go to Threat Sanning 

2. On the top of the Reports page there is a download icon, when you hover over it, it expands, and 

you will see the Activity Log Download button. 

3. Click on the Activity Log Download button 

4. The Activity Log Download window will open 

5. Select which type of log you want to download, Website or Firewall 

https://urisq.net/
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6. You can also click on Advanced Settings and select a date range or specific domains or IP 

addresses. If you do not make any advanced setting changes a full report will be generated for 

the respective scan type, website or firewall. 

7. Click on the respective Download scan log button 

 

 

The activity report will download the activity log in a PDF document. 

Understanding Your Website Scan Results 

The website scan report will display a summary of the scan, to include: 

1. Website scanned 

2. Date Scanned 

3. Categorized findings (High, Medium, Low and Informational)  
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The uRISQ categorizes are based on industry categories for the vulnerabilities found.  

1. High should be reviewed and remediation should be prioritized.  High priority 

vulnerabilities should be addressed and present a high risk. 

2. Medium should be reviewed, however some medium vulnerabilities are caused by 

business level decisions, such as implementing a third-party form on your website.  Each 

vulnerability needs to be reviewed and determined if the business reason outweighs the 

risk. 

3. Low should be reviewed but are lower in priority 

4. Informational are vulnerabilities but are the lowest level of risk 

It is always best practice to review all vulnerabilities at least once.  Once you have reviewed the 

vulnerabilities it is highly recommended to enter in a report note into the respective report 

where the vulnerability was found. 

Below the summary of findings are the details of each issue type which includes: 

1. Priority/Risk Level 

2. Description of the vulnerability found 

3. Location(s) where vulnerability was found 
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And below the findings detail is the OWASP Top 10 Results (https://owasp.org). 

 

https://owasp.org/
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Report Notes 

Each report has a report note section to the right side of 

the scan report.  When review, remediation, or 

acceptance of a finding occurs, enter in a report note: 

1. Open up the respective scan report 

2. Go to the right column and type in your report.  

Each note cannot be over 500 characters.  If you 

need to add more than 500 characters, break 

your note into multiple entries. 

3. Click Save Note 

4. The note will appear below the Note field and 

button 

5.  

Selecting ‘View Results’ will navigate you to the 

complete report for this website scan.  Report notes 

are downloadable in the Activity Log Download. 
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Understanding Your Firewall Scan Results 

Like your website scans, you will be able to access your firewall scan report from the Threat 

Scanning Report page or from the threat scanning scan notification email.   

The firewall Scan report displays a summary of the scan to include: 

1. IP address scanned 

2. Date Scanned 

3. Categorization of findings (High Medium, Low, and Informational) 

The first section summarizes the basic information of the scan performed. Here you will find the 

Firewall IP, the date of the scan, and the risk level and open port count associated with the scan 

results.  

  

 

The uRISQ categorizes are based on industry categories for the vulnerabilities found.  

1. High should be reviewed and remediation should be prioritized.  High priority 

vulnerabilities should be addressed and present a high risk. 

2. Medium should be reviewed, however some medium vulnerabilities are caused by 

business level decisions, such as needing VPN access or opening a port for a specific 

server.  Each vulnerability needs to be reviewed and determined if the business reason 

outweighs the risk. 

3. Low should be reviewed but are lower in priority 

4. Informational are vulnerabilities but are the lowest level of risk 
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It is always best practice to review all vulnerabilities at least once.  Once you have reviewed the 

vulnerabilities it is highly recommended to enter in a report note into the respective report 

where the vulnerability was found. 

 

Vulnerabilities found are listed below the categorization of vulnerabilities. Only ports that are 

open will be displayed. The firewall report will provide the following information: 

1. Risk level of the port 

2. Port number 

3. Service commonly associated with the port and common vulnerabilities which may 

target that port 
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The final section is the Report Notes 

that offers you the ability to put any 

notes that may be pertinent for this 

report. These notes will be listed in 

descending order and include the date, 

user that added the note, and the note 

text.  
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