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Vendor Management

uRISQs vendor management program is important for a business's success because it facilitates
the management of third-party relationships and the risk of data exposure. uRISQ Vendor
Management helps businesses manage key facets of a vendor relationship such as contract date
and term, audits, and security and privacy assessments.

Dashboard

uRISQ is designed to help businesses manage their relationships with third-party vendors.
Businesses are reliant on third party partnerships but these relationships can also lead to risk of
data exposure. Vendor Management gives businesses the ability to manage specific vendor
relationships and also gain insight on their vendor population based on the type data they
share, criticality, etc. To access the Vendor Management Dashboard:

1. Loginto https://urisg.net \/  VENDOR MANAGEMENT
2. Click on Vendor Management in the left side navigation

3. Click on Dashboard

Vendors

Assessments

Templates

Builder

The Dashboard is structured to provide businesses the ability to view their vendors based on key factor
such as data exposure, upcoming audit cycles, criticality, and upcoming vendor management tasks.


https://urisq.net/
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The top portion of the dashboard provides businesses with a view of active vendors based on
the types of data they share. By clicking a colored tile, the business can see the vendors they
share the respective type of data with. A window will appear with a list of the respective
vendors. To easily access a vendor, Click the View link to.

@ Biometric/Genetic

‘Biometric/Genetic’ data is shared with the following

vendors:

Vendor Test 1 VIEW
Vendor Test 341 VIEW
Checking out the logs VIEW
Checking out the logs 2... VIEW
1 Checker Guy VIEW

Close




Audit Cycles

The Vendor Management Dashboard provides a graphical view of how many vendors should be
audited in the upcoming quarters. Vendor audits are critical in understanding what data is still
being transferred and shared and ensure that nothing has changed. section panels display a
quick refence type view for Controllers. The first panel, ‘Audit Cycle’, displays a graphical
representation of Vendors which have Audit Reviews due by quarter in the current and
upcoming years.

DASHBOARD VENDORS ASSESSMENTS
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The Audit Cycle graph also has a year filter dropdown so that businesses can look at the
upcoming year. To change the year, use the year dropdown in the top right.

To view the vendors that have audits due on a respective quarter, click on the bar graph for the
qguarter and a window will appear with a list of the vendors. Click View to access the vendor
record.
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The following vendors are in Audit Cycle 'Q4"

Vendor Test 4 VIEW
Wendor Test 107 VIEW
Checking out the logs VIEW
Checking out the logs 3. VIEW

Close



Vendor Criticality

uRISQ is designed to help businesses manage vendors specifically vendors that are critical to the
operational and corporate health of an organization. Criticality of a vendor can be defined by
different means, uRISQ allows a business to identify a vendor with a criticality level of high,
Medium or low.

The Vendor Criticality graph allows a business to easily see how many vendors and which
vendors are critical to their organization.

DASHBOARD VENDORS ASSESSMENTS

Data Exposure

12 ©) 13 @ 9 10
Contact information [| = General Information 1D Numbers Web Browsing

View Vendors View Vendors View Vendors View Vendors View Vendors

View Vendors View Vendors View Vendors View Vendors View Vendors

Vendor Management

Audit Cycle |2024 v|  Vendor criticality N tifications Assessments v

Audit your vendors on an annual basis. A! SESSMENTS NEEDED

2 % NJ) vendors to display.

o a2 a3 Q4 High Mediu L

Notifications
uRISQ helps business track vendor specific requirements that should be conducted or reviewed
on a recurring basis. The Notifications section displays all upcoming and past due assessments,

audits, and contracts. To view assessments, audits or contracts, use the dropdown filter box
located at the top right of the Notifications box.

1. Assessments will display vendors that have past due assessments or will be due within
30 days. Assessments notifications are based on the last completed and verified
assessment for the respective vendor.

2. Audits will display vendors that have past due audits or will be due within 30 days.
Audits notifications are based on the last audit and the audit frequency that was entered
for the respective vendor.

3. Contracts will display vendors that are past due or due within 60 days contracts.
Contract notifications are based on the contract date and contract term entered on the
vendor record.



DASHBOARD VENDORS ASSESSMENTS
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Vendors

The Vendors page is broken up into three parts:

1. Action Center
2. Vendor Listing
3. Highlight of Reviews Needed

DASHBOARD VENDORS ASSESSMENTS

Action Center

0 11 & 15
Annual Assessments — Contract Reviews Past Due
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Vendor Management
Review Needed

Add Vendor
Overdue

Active Inactive C) Vendor Test 107 1722 days late

Vendor Test 3 1376 days late

Vendor Name Departmental Owner Vendor Type Criticality Last Assessment Vendor Test 111 1349 days late Toamm
1 Checker Guy tmarcus@csrps.com IT Hardware Medium 5/9/2024
Checking out the logs tmarcus@csrps.com IT Hardware High Expires in less than 30 days
No Vendors to Display!
Checking out the logs 2 tmarcus+2@csrps.com HR/Benefits High 4/22/2024
Checking out the logs 3. tmarcus@csrps.com Software High 4/22/2024 Expires in less than 60 days
Vendor Test 1 testnotify1@csrps.com Other - Services Medium 6/12/2024 Checking out the lo... 33 days left
Vendor Test 107 test5@csrps.com Other - Services Medium 4/16/2024
Vendor Test 111 test3@csrps.com Other - Services Medium
Vendor Test 138 Jjheyns+vendor@growingtechnolo... Other - Services Medium 6/13/2024
Vendor Test 143 test13@csrps.com Other - Services Medium



Action Center

The top section, Action Center, displays 4 views that helps businesses see what vendors need

immediate attention. The tiles in the Action Center are:

PwnNPRE

Annual Assessments: Vendors are due for an annual assessment
Contract Reviews: Vendors that need a contract review
Audit Review: Vendors that need an audit review

Past Due: Vendors that have an assessment, contract, and/or audit past due

DASHBOARD VENDORS ASSESSMENTS

Action Center
° I A :
= Annual Assessments. Contract Reviews Past Due

View Vendors

Mondanddonacanent
Review Needed
Add Vendor
Overdue
Active Inactive C) Vendor Test 107 1722 days late

Vendor Name

View Vendors

View Vendors

View Vendors

Vendor Test 3

1376 days late

Departmental Owner Vendor Type Criticality Last Assessment Vendor Test 111 1249 days late
1 Checker Guy tmarcus@csrps.com IT Hardware Medium 5/9/2024
Checking out the logs tmarcus@csrps.com IT Hardware High Expires in less than 30 days

No Vendors to Display!

Checking out the logs 2 tmarcus+2@csrps.com HR/Benefits High 4/22/2024
Checking out the logs 3. tmarcus@csrps.com Software High 4/22/2024 Expires in less than 60 days
Vendor Test 1 testnotify1@csrps.com Other - Services Medium 6/12/2024 Checking out the lo... 33 days left
Vendor Test 107 test5@csrps.com Other - Services Medium 4/16/2024
Vendor Test 111 test3@csrps.com Other - Services Medium
Vendor Test 138 jheyns+vendor@growingtechnolo... Other - Services Medium 6/13/2024
Vendor Test 143 test13@csrps.com Other - Services Medium

Click the tile or ‘View Vendors’ bar to open a list of Vendors.

Vendor Listing

Below the Action Center is where a business can add new vendors and access their current vendor
records. This section shows the vendor management user what should be worked on to help mitigate
the risk that can be caused by their current vendor population.

The vendor listing area will display all vendors in the system. When the page loads, active vendors will
be displayed. To search for a vendor, the search field is available at the top right of the vendor listing.
Enter your search value and the vendor listing will filter based on the value you enter.



DASHBOARD VENDORS ASSESSMENTS

Action Center

0 1 1

Annual Assessments Contract Reviews Past Due

View Vendors View Vendors View Vendors View Vendors

Vendor Management
Review Needed

Add Vendor
Overdue

Vendor Test 3 1376 days late

Vendor Name Departmental Owner Vendor Type Criticality Last Assessment Vendor Test 111 1349 days late
1 Checker Guy tmarcus@csrps.com IT Hardware Medium 5/9/2024
Checking out the logs tmarcus@csrps.com IT Hardware High Expires in less than 30 days
No Vendors to Display!
Checking out the logs 2... tmarcus+2@csrps.com HR/Benefits High 4/22/2024
Checking out the logs 3 tmarcus@csrps.com Software High 4/22/2024 Expires in less than 60 days
Vendor Test 1 testnotify1@csrps.com Other - Services Medium 6/12/2024 Checking out the lo... 33 days left
Vendor Test 107 test5@csrps.com Other - Services Medium 4/16/2024
Vendor Test 111 test3@csrps.com Other - Services Medium
Vendor Test 138 jheyns+vendor@growingtechnolo... Other - Services Medium 6/13/2024
Vendor Test 143 test13@csrps.com Other - Services Medium

Add Vendor

DASHBOARD VENDORS ASSESSMENTS
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Adding a vendor is a straightforward process.

1. Click Vendor Management in the left side navigation
2. Click Vendors



3. Click the ‘Add Vendor’ button and the system will navigate the user to the add vendor
page.

4. Add the following Information:

Vendor Name (required)

Vendor email address

Vendor Type — select the best option form the drop down

Department Owner Email (required)

Criticality Level (required) — select the best option

Audit Cycle (required) — Best practice is Annual; however, you can choose to

audit more frequently based. An example of why you may want to audit more

frequently is if a vendor had a data breach in the past. You may wish to audit
semi-annually to ensure that their practices are up to your standards of security
and privacy.

g. Contract Date (required) — Every vendor relationship should have a contract.
Enter in the date of the last contract.

h. Contract Term (required) — Enter in a number and select a term length unit.

i. Audit Review Date — Enter in the last audit review date.

j. Select if the data you are sharing is employee or customer data, or both.

k. Answer the question, “Do you transfer data securely?”

I. Data Categories: Select all categories of data you share with the respective
vendor.

m. Assessment Assignment: Select an Assessment you wish to use to assess this
vendor.

n. Send to: Enter in the email address of the user that should receive the
assessment. Depending on the vendor relationship, you may want to send it
directly to the vendor or to an internal owner. Regardless, enter in the email
address

o. Click Save

S o o 0 T o



DASHBOARD VENDORS ASSESSMENTS

Contact Information

Vendor Name Vendor Contact Email

Vendor Type Departmental Owner Email

Vendor Service Type v

Audit and Contract Details

Criticality Level Select Level o Audit Cycle Select Cycle ©

Contract Date & Contract Term & Term Length w
Audit and Assessment
Audit Review Date &
Is this data customer and/or employee data? Customer Data [J Employee Data []
Do you transfer data securely? Select option ©
Data Types shared with Vendor (select all that apply)

General ©® Contact @ Financial ® ID Numbers ® Web/Geolocation @
Human Resources Health/Insurance @ Biometric/Genetic & Special Category ® Other @
Assessment Assignment Sl e AGSEETTET © Send to@
Save

Review Needed
The Review Needed section highlights vendor management best practices that are overdue or

needs attention in the next 30 or 60 days.

DASHBOARD VENDORS ASSESSMENTS
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Edit Vendor

When there is need to edit a vendor record to update information such as, vendor contact, vendor
contract date, perform an audit, or assign an assessment:

Click on Vendor Management in the left navigation
Click on Vendors

Find the vendor you wish to edit

Click on the vendor in the listing

The vendor detail page will display

vk wN e

Editing a vendor is much the same as the add vendor page with the addition of a new section
under Audits and Assessments. This section displays all audits and assessments assigned to this
vendor and the state of each. Audits with an assessment are displayed with an orange create
date while assessments with no audits are blue.

Audits and Assessments

O5iens URISQ Template Assessment Not Completed Not Completed
05/16/2024 ) tmarcus@csrps.com 05/16/2024
tmarcus@csrps.com 05/16/2024

Add New Audit and Assessment

Audit a Vendor

To add a new audit with an assessment:

Click on Vendor Management in the left-hand navigation

Click on Vendors

Find the Vendor you wish to audit

click the ‘Add New Audit and Assessment’ button to open a new section.
Add in the audit record fields

Click Save

oA wWNPRE
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Add New Audit and Assessment

Is this data customer and/or employee data? Customer Data [] Employee Data X
Do you transfer data securely? Select option -
Data Types shared with Vendor (select all that apply)
General ® Contact @ Financial @ 1D Numbers @ Web/Geolocation @
Human Resources @ Health/Insurance @ Biometric/Genetic @ Special Category ® Other @
Assessment Assignment Select Assessment v Send to®
Save

Note: If you wish to audit a vendor and NOT assign an assessment you are able to do this by not
selecting an assessment and not enter in a send to email address.

Assessment Assignment

Assessments assignments can be done on the Vendor page as well as on the Assessment page. Typically,
an assessment is done at the time of audit however, depending on your audit cycle, this may not be the
case. To assign an assessment:

Click on Vendor Management in the left-hand navigation
Click on Templates

Select the Assessment template you wish to assign

Click on Assign to Vendor in the right-hand side

Select the vendor(s) and click Assign & Save

vk wnNeE

View Assessment - uRISQ Template Assessment - General All Assessments | Add New | Assessment Results (1 NEW)
Title: uRISQ Template Assessment - General Assessment Details

You have been identified a3 3 vendor that may collect, store, of process personal information. Complete the following a5ses5ment to help Us ensure you continue to
maintain the levels of security and privacy we require Overall Assessment Status:
.. . Assigned/Active

Administrative Controls g
Assigned to: 1 Vendor

1. Have you reviewed our privacy policy regarding our promise to our customers in the use of Date Created: Thursday, May 23, 2024
their personal information? Yes @5:48 PM UTC

No
2. Do you agree to abide by the standards we publish in our Privacy Policy? Vendors Assigned

Yes

No

Vendor: Paychex
Not Applicable

Created: Tuesday, June 18, 2024 @8:18 PM

3. Do you have documentation on how you handle personal information? Yes uTc
No
Last Action: Not Started
4. Do you have a documented process in place to restore/recover cur data in the event of a Status: Sent
physical or technical data loss incident? Yes .
No Actions: View Vendor | Send Reminder
5. Do you have cyber liability insurance? Yes
No Artinne
Privacy Practices i Assign to Vendor
e Createacopy
6. Do you combine our personal information with other businesses’ infermation? Yes & Print
=
No

< Back to Assessment Overview

11



Assign Assessment to Vendor(s) x

Assessment: uRISQ Template Assessment - General

Select Vendor(s) for Assignment

0 Microsoft - Office 3..

O Paychex

Assign and Send

Once assigned an email will be sent to the last email address that received previous assessments or to
the department owner email address entered in the vendor record. If you wish to send an assessment
to a new user, go to the Vendor page and add a new audit record with assessment assignment.

Assessments

Vendor assessments that have been assigned and/or completed, are accessible in the
Assessments section of Vendor Management. Once an assessment is completed the
department owner and administrator will receive an email notifying them of the completed
assessment. To quickly access the assessment you can click on the button in the email or access
the assessment in the Vendor Management module.

To access existing assessments:

1. Click on Vendor Management in the left side
navigation

2. Click on Assessments

3. Select the Assessment you wish to review.

V/  VENDOR MAMAGEMENT A

Dashbeoard

Vendors

emplates

Builder

Assessments are listed in descending order of assignment date. The table shows the date,
status, vendor name, and the assigned assessment. Assessment statuses are:

12



1. Assessment being taken
a. Sent —assessment was assigned and an email was sent to the respective person
to take the assessment.
b. In Progress — user has started the assessment but has not completed it yet.
c. Completed — assessment has been submitted
2. Administration of Assessment — Can only be modified by a global or application
administrator
a. Verified — assessment has been reviewed and Verified by authorized user
b. Declined —assessment has been reviewed and Declined by authorized user

DASHBOARD VENDORS ASSESSMENTS
Assessment Assignments & Results
gooxil) | Show|9 |records (Q )
Date Status Vendor Name Assessment Assigned
6/5/2024 senc Vendor Test 1 weird link assessment edited  Archive
5/13/2024 Sent Vendor Test 2 1 New Template - HR/Benefits/Insurance " archive
4/26/2024 Sent Vendor Test 419 2019 Privacy Policy Assessment " Archive
4/26/2024 Sent Vendor Test 1 2019 Privacy Policy Assessment  archive
(Ciemes ) Vendor Test 428 Title Xray —ven ) P
4/17/2024 Sent Vendor Test 2 Foundation Assessment - General " Archive
(Cveites ) Vendor Test 1 Foundation Assessment - General T View " Archive
(Coscines ) Vendor Test 1 Foundation Assessment - General - " rchive
(Compltes)  Vendor Test 1 Foundation Assessment - General T view ) T Archive
Previous | 1 2 3 1 5 Next

Users can choose to view, send a reminder to take the assessment, or archive the assessment
using the three buttons to the right. If a button is greyed out, it is because the button function
is not authorized at that time. For example, you are not able to view an assessment if the
assessment has not been submitted yet.

13



DASHBOARD VENDORS ASSESSMENTS

vendor Test 1

Vendor Test 1

Vendor Test 1

Inbox (40) v showlo

Date Status Vendor Name Assessment Assigned

6/5/2024 Sent Vendor Test 1 weird link assessment edited send Reminder) ( Archive

5/13/2024 sent Vendor Test 2 1 New Template - HR/Benefits/Insurance send Reminde archive

4/26/2024 Sent Vendor Test 419 2019 Privacy Policy Assessment send Reminder) ( Archive

4/26/2024 - Vendor Test 1 2019 Privacy Policy Assessment Send Reminder) (_ Archive
Vendor Test 428 Title Xray " Archive

4/17/2024 sent Vender Test 2 Foundation Assessment - General Send Reminder ) Archive

Foundation Assessment - General

Foundation Assessment - General

Foundation Assessment - General

Previous |1]2 3 4 5

The ‘View’ button is available once the assessment has been submitted by the vendor and, on
click, will take the controller to the assessment results for verification.

The ‘Send Reminder’ option is available up until the assessment has been submitted. The button
will send a reminder email to the vendor’s Send To email address in the vendor configuration.

The ‘Archive’ button will move the assessment to the Archived listing. If an assessment has been
completed and you wish to reduce the number of assessments in your primary you can archive
the record and access archived records by selecting the dropdown in the upper left corner.

IMPORTANT: Assessment assignments email links are valid for 60 days after the assignment date
and results are available for 30 days following submission.

Templates

uRISQ provides companies with a selection of template assessments and the ability to create
custom assessments using the Builder tool. To access template assessments or assessments
custom assessments created by your company:

1. Click on Vendor Management in the left-hand navigation
2. Click on Templates
3. List of assessments will appear

14



Assessments

Active (2) v Show|10 ¥ |records + Build Assessment

Assessment Name Assignments

URISQ Template Assessment - General 1 Vendors

"‘ "‘

1 Vendors

Previous Next

The dropdown in the upper left allows filtering by status

Active: All active assessments

Assigned: All assessments that have been assigned to a vendor

Not Assigned: All assessments that have never been assigned to a vendor

Archived: All assessments that have been archived by user or by the system due to new
versions

PwnNPRE

uRISQ template assessments are revised periodically and old versions are deactivated and
archived.
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Taking Assessments

Taking assessments is a straightforward process. Upon
receipt of the invitation email, click the ‘Take
Assessment’ button. An assessment email link is valid
for 60 days from the assignment date to complete the
assessment.

If the assessment has not been completed, an
administrator can resend the assessment email by
clicking on the Send Remainder button on the
Assessment page.

16

Vendor Assessment
=
&7

You have been assigned to complete an assessment for the
following vendor. Please click on the button below to take the
assessment.

The assessment was assigned on 6/21/2024. You have 60 days to
complete the assessment.

You have been assigned to take this assessment on behalf of the
vendor, please p to the i ingly.

Wendor: Vendor Test 1

Assessment Mame: PCI Compliance - Software Provider
Assignment Date: 6/21/2024

Due Date: 3/20/2024

TAKE ASSESSMENT

natian provided is infarm:
ntity theft or

data breach




To complete the assessment, answers must be selected for each question. Details as to the
number of remaining questions, status, and the assignment & last action dates are displayed on
the right. Below the details section are the available actions; save, submit, and print.

CSRPS Audit Assessment for Tony's Test Vendor

uRISQ Template Assessment - General

Administrative Controls

Assessment Details

Quastions Remaining: 10 of 10 questions
Status:

Date Assigned: Tuesday, luly

1. Have you reviewed our privacy policy regarding our promise to our customers in the use of their personal information? Dwis Sinrind: T
Yes Last Action Date: Tuesday. July 2. 2024 @11:23 AM UTC
No
2. Do you agree to abide by the standards we publish in our Privacy Policy? Actions
Yes
No B Save
Mot Applicable “ Submit
& Print

3. Do you have documentation on how you handle personal information?

Yes
No

4. Do you have a documented process in place to restore/recover our data in the event of 2 physical or technical data loss incident?
Yes
No

5. Do you have cyber liability insurance?

Yes
No

Privacy Practices

6. Do you combine our personal information with other businesses' information?
Yes

As questions are answered, the assessment automatically saves the answers submitted.
However, it is always recommended to click Save in case of network interruption.

‘Submit’ is only available if all questions have been answered and ‘Print’ provides the user with
a properly formatted assessment to save or print out for their records. Once the assessment has
been submitted an email is sent with a link accessing the assessment results. Assessment
results are only available through the link for 30 days after submission.

This submission page displays the questions and answers with remediation level requirements.
Additionally, the ‘Print’ action is available.

17



View Completed Vendor Assessment for Tony's Test Vendar completed on Manday, July 1, 2024 @718 PM UTC

uRISQ Template Assessment - General

[ R — yee————

Administrative Controls

Have you reviewed our privacy policy regarding our promise to our customers in the use of their persanal
information?

Yes
@® " No

Do you agree to abide by the standards we publish in our Privacy Policy?

Yes
® “No
@  Not Applicable

Do you have documentation en how you handle personal information?

Reviewing an Assessment

Once the assessment has been submitted, the
Controllers will receive an email notification of the
completion.

The assessment submission can be quickly viewed by
clicking on the ‘View Results’ button.

You can assess the submission by going to the Vendor
Management Module:

1. Click on Vendor Management in the left-hand
navigation

2. Click on Assessments

3. Select the assessment you wish to review by
clicking the View button

18

Assessment Details.

Submitted by: Tony's Test Vendor
Date Submitted: Monday, July 1, 2024 @7:18 PM UTC
Last Modified: Monday, luly 1, 2024 @7:18 PM UTC

Status: Completed

Overall Assessment Status

Not yet reviewed

Actions

& Print

Vendor Assessment

Completion

G

Vendor Test 1 has i the ‘PCI Compli - Software
Provider' assessment for review.

Vendor: Vendor Test 1

A Name: PCI C li - Soff Provider
Assignment Date: 6/21/2024

Completion Date: 6/21/2024

VIEW RESULTS




Based on how the assessment questions, uRISQ highlights risk levels.

1. Questions:
a. Blue button: Acceptable risk levels
b. Red Button: Unacceptable levels
2. Answers
a. Yellow Circle: Needs Documentation, for example, copy of a SOC 2 Report or Risk
Assessment
b. Orange Circle: Needs more Investigation, indicates that the answer may cause an
increased risk of data loss

Standard users are able to update the status of questions and add remediation notes to each
guestion, however only Vendor Management Application Managers & Global administrators
may update the Overall Assessment Status (located in the right-side box).

The assessment details and print options are also available in the right-side panel for all users
with access to Vendor Management.

PCI Compliance - Software Provider Assessment Details

Submitted by: Vendor Test 1

Date Submitted: Friday, June 21, 2024 @2:

2 What types of personal medical information does HIPAA not cover? " -
Last Modified: Friday, June 21, 2024 @2:05 PM UTC

® scoen
Status: Complet
Mental health and medical laboratories' records
Workers' compensation, life insurance company records and records from agencies that deliver Social Security and welfare
benefits Overall Assessment Status
A pharmacy's records about patient prescriptions and dentist and health insurance companies’ records
Verified
Declined
Update Status
Do you collect additional personal information related ta our customers other than what we Actions
initially shared with you?
® Unaceept & P
¢ Back ment Assignments

Yes

No

UPDATE RISK STATUS
ek

Click here 10, add nate.

Update Question Risk Status

To update the question risk status:
1. Click on the UPDATE RISK button
A Risk Status panel will open

2.
3. Click on the desired status
4. Add the required note
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5. Click ‘Update Status’

Do you share our personal information with additional third parties?
® Remediated To Acceptable Levels

. Yes

Mo

Note Created: 7/3/2024 by Anthony Marcus
Perfectly done

UPDATE RISK STATUS

Click here to add note

Risk Status X

Yes

Update Risk Acceptance Status

O Acceptable Risk
® Unacceptable Risk
O Remediated To Acceptable Levels

O Remediated To Unacceptable Levels

Add MNote *

B I U

Text: 0

* Required

Update Status

Update Assessment Status

Global and application administrators are authorized to update the assessment status. Once an
assessment is reviewed and a determination of verifying or declining the assessment has been
made, the administrator will go to the assessment and in the right-hand box, Overall
Assessment Status, select Verified or Declined and click the Update Status button.
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PCl Compliance - Software Provider Assessment Details

Submitted by: Vendor Test 1

Date Submitted: Friday, June 21, 2024 @2:05 PM UTC
2 What types of personal medical information does HIPAA not cover?

@ Acceplable Risk Last Modified: Friday, June 21, 2024 @2:05 PM UTC

Status: Completed
Mental health and medical laboratories' records
Workers' compensation, life insurance company records and records from agencies that deliver Social Security and welfare
benefits Overall Assessment Status.
A pharmacy’s records about patient prescriptiens and dentist and health insurance companies’ records
Verified
Declined

UPDATE RISK STATUS

Update Status
Click here to add note.

Do you collect additional personal information related to our customers cther than what we Actions
initially shared with you?
® Unscceptavie Rsk & Print
< Back to Assessment Assignments

Yes
No

UPDATE RISK STATUS

Click here 10 3dd note.

Builder — Building Custom Assessments

uRISQ provides businesses with an easy-to-use drag and drop tool for creating custom
assessments. The Builder also allows users to use standard questions, create custom questions,
and create headers they can be used in their custom assessment.

Create a New Custom Assessment \V/  VENDOR MANAGEMENT

Dashboard
Click on Vendor Management in the left-side navigation
Click Builder
New Assessment page will appear
Click on ‘Add/Edit Assessment Title’ button
The title and description panel will open Templates
Enter in Title and Description
real time in the assessment area below. Then click the
‘Add/Edit Assessment Title’ button again to collapse the input area and maximize the
Assessment question area.

Vendors

Assessments

Builder

NouhkwnpeE
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Add/Edit Assessment Title

Title (required)

Enter Title text

Description (optional)

B I U e

The right-side panel displays standard questions, custom questions, and headers that have been
created. You can quickly and easily build a custom assessment by dragging and dropping the
guestions you wish to add to your new assessment into the left assessment panel.

Add/Edit Assessment Title Save Save & Assign to Vendor
x —
Title {required) Standard Questions | Custom Questions Headers
New Custom Assessment Add Standard Question

Description (optional)

B I U e

How is data stared within the your software?

Do you have an organizational Patch Management Process?

Do you leverage the philosophy of “Privacy by Design?”

New Custom Assessment

How are security patches deployed?
i fcati @@ ®
Immediately, without notification =X
Immediately, with notification
Security Patches are your respansibility
@  We do not push out regular security patches
@®  Idonotknow

an organizational Vendor Management Policy?

1. Adjust the order of questions or header by dragging and dropping or use the up and
down arrows to the right.
2. Remove a question or header from the assessment by clicking on the red “X’ to the right.
Once completed, Click ‘Save’
4. If you wish to immediately assign a vendor, Click ‘Save & Assign to Vendor’
a. A window will appear with active vendors
b. Select one or more vendors you wish to assign
c. Click ‘Save’

w
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5. Emails will be sent to the email address that was sent an assessment for the respective
vendors. If no previous assessments have been assigned the department owner will
receive the notification of assignment.

NOTE: To save an assessment you must include a title and at least 3 questions.

Creating Custom Questions

Creating questions allows a business to tailor their vendor assessments for specific use cases.
Your custom questions are only available for your company. To add custom question:

Click on Vendor Management in the left-side navigation

Click Builder

Create a new assessment or choose an existing one in the dropdown
Click on the Custom Questions tab

Click on the ‘Add New Question’ button

e wnN e

|/- -\'u
Standard Questions Custom Questions Headers

Add Custom Question + Add New Question

6. A Create New Assessment Question window will appear

7. Select the question type you wisht to create
a. Multiple Choice questions use a single answer selector or radio type
b. Checkboxes allow multi-answer selection.

Create a New Assessment Question X

Select Question Type

:= Multiple Choice

[M Checkboxes
23




8. The question editor will open
9. Enter the question text. This is the question you want to ask. i.e.: Do you have a Privacy
Policy?
10. Select a Category, if desired. All Categories are default. Categories are most helpful if
you have a specific question that would only be asked specific to a data category.
11. Enter a Description, this description will appear below the answers, similar to a tip to
help guide the person taking the assessment
12. Answers can be added by entering in text into the “Add new answer text” field.
a. Enter the answer text
b. Click Add (plus to the right of the answer text)
c. Answer will show up below the answer text box
d. There are three remediation levels
i. None
ii. Supporting documents required — will display a yellow dot when this
answer is selected
iii. Investigation required — will display an orange dot when this answer is
selected
13. Once completed, click Save Question
14. Your saved question will display at the top of the custom questions, for your
convenience.
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Create a New Assessment Question X

Question (required)
B I U e = =

test

Category All Categories v

Description (optional)

B I U &

test

Add new answer text ADD
B I U e +

Choices (at least 2 required)

Choices (at least 2 required)

test @®®
Remediation level:
® None ) Supporting documents required O Investigation required

The question areas provide the user with limited text styling, such as bold, italics, and underline,
as well as embedding links, and bulleted & numbered lists. While the Description and answer
text has text styling and links only.

Headers

Headers provide the Controller a means to add sections/separators to their custom
assessments.

Headers can be drag and dropped onto the assessment.

Add New Header

If you wish to create a new section on your assessment:

1. Click on Vendor Management in the left-side navigation
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Click on Builder

Click on the Header tab on the right side

Click the ‘Add New Header’ button.

The Create New Header window will open

Enter the header text

Click Save Header

The new header will appear at the top of the header listing on the right-side panel

O N WU RWN

Create New Header x

My New Header

Editing Custom Assessments

Only assessments that have NEVER been assigned to a vendor can be edited to maintain the
integrity of assessments taken or being taken. In addition, uRISQ template assessment cannot
be edited, however you can leverage any existing assessment by “duplicating” the assessment.

To edit an existing custom assessment:

Click on Vendor Management in the left-side navigation

Click on Templates

Click the Assessment name you wish to edit

If you can edit the assessment, the Edit Assessment button will be blue. If it is grey, this
assessment is not editable.

PwnNPR
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View Assessment - 1 new title to test Activation - General

Title: 1 new title to test Activation - General

1. 1 new question to test
Yes
No

2. 2 new question to test
Yes
No

3. 3 new question to test
Yes
No
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Duplicate Custom Assessments

uRISQ provides the ability to duplicate an existing assessment, therefore leveraging the structure and
guestions on the existing assessment.

If you wish to duplicate a custom or template assessment:

Click Vendor Management in the left-side navigation
Click Templates
Click Duplicate on the row of the assessment you want to duplicate
A new assessment will be created
a. The new assessment will be named the same with a number appended to the end of the
name.
Click on duplicate assessment
6. Click blue Edit Assessment button
7. Make necessary changes in the drag and drop builder.

PwnNE

4

Assessments

Active (60) v~ Show| 10 ¥|records =+ Build Assessment
Assessment Name Assignments
2nd Dost TEST assessment 1 Vendors

a new assessment 0 Vendors

ment with multi lines answers 1 Vendors

ment with multi lines answers 2 1 Vendors Duplicate Assign

Copy of "1 NEW ASSESSMENT" (4) 0 Vendors (puplicate )( Assign ) Archive )
Copy of 'Foundation Assessment’ (1) 0 Vendors (_ Duplicate (" Assign Archive
Copy of 'Foundation Assessment’ (2) 0 Vendors Duplicate Assign Archive
Copy of 'Foundation Assessment’ (3) 0 Vendors (_puplicate ) (_ Assign )(_ Archive )
Copy of 'moe Test' (1 0 Vendors Duplicate Assign Archive
Copy of 'Remediation Results Testing Assessment 10/6/19" (0)..0 Vendors Duplicate Assign Archive

Showing 31 to 40 of 60 records
Previous 1 2 3 |4|5 6 Next
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